Technical Note on TOTP MFA Use

The Multi Factor Authentication (MFA) used in our systems is compliant with the Time-Based One-
Time Password Algorithm (TOTP). Any authenticator that complies with TOTP should be able to
generate the appropriate code for authentication with our systems.

There are implementations of the TOTP code generator available on variety of platforms and a list of
examples is shown below. For the avoidance of doubt, inclusion in this list is not a recommendation
by EMIS and any software used must first be validated as being secure by the user.

iOS Devices (iPhone, iPad etc)
e Native support (available in Settings > Passwords > (Website) > Set Up Verification Code)
e Microsoft Authenticator
e Google Authenticator
e Duo Mobile

o Twilio Authy
e Authenticator App

Android Devices
e Microsoft Authenticator
o MFA Authenticator
o Google Authenticator
e 2FA Authenticator (2FAS)

Windows Desktop
e QOTPKEY Authenticator
e 2FA Authenticator
e Enpass Password Manager
o KeePassXC

Apple Mac Desktop

o KeePassXC
Enpass Password Manager
G2FA for Google Authenticator
Authenticator App
Sentinel Authenticator

EDGE Browser Plugin
e 2FAS — Two Factor Authentication
e  Open Two-Factor Authenticator
e web2FA - Browser Authenticator

Chrome Browser Plugin
e TOTP Authenticator
e Authenticator.cc
o KeePassXC



https://www.ietf.org/rfc/rfc6238.txt
https://www.ietf.org/rfc/rfc6238.txt
https://apps.apple.com/us/app/microsoft-authenticator/id983156458
https://apps.apple.com/us/app/google-authenticator/id388497605
https://apps.apple.com/us/app/duo-mobile/id422663827
https://apps.apple.com/us/app/twilio-authy/id494168017
https://apps.apple.com/us/app/authenticator-app/id1602061522
https://play.google.com/store/apps/details?id=com.azure.authenticator&pcampaignid=web_share
https://play.google.com/store/apps/details?id=us.appnation.mfauth&pcampaignid=web_share
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&pcampaignid=web_share
https://play.google.com/store/apps/details?id=com.twofasapp&pcampaignid=web_share
https://apps.microsoft.com/detail/xp9mcl9t4jfz0b?hl=en-us&gl=US
https://apps.microsoft.com/detail/9mth9727m1dg?hl=en-us&gl=US
https://apps.microsoft.com/detail/9nj3kmh29vgj?rtc=1&hl=en-gb&gl=GB
https://keepassxc.org/
https://keepassxc.org/
https://apps.apple.com/us/app/enpass-password-manager/id732710998?mt=12&pt=637991
https://apps.apple.com/gb/app/g2fa-for-google-authenticator/id6444865161?mt=12
https://apps.apple.com/gb/app/authenticator-app/id1538761576
https://apps.apple.com/gb/app/authenticator-2fa-sentinel/id1189922806
https://microsoftedge.microsoft.com/addons/detail/2fas-two-factor-authent/dpaelbjipneennmjbjmgkdlbajncmbmj
https://microsoftedge.microsoft.com/addons/detail/open-twofactor-authentic/jgkidfepcfloihchllmjmhhinbgnlkic
https://microsoftedge.microsoft.com/addons/detail/web2fa-browser-authenti/bohjgancieoiomlpholehnbphmgeeeac
https://chromewebstore.google.com/detail/totp-authenticator/ibpjepoimpcdofeoalokgpjafnjonkpc?hl=en-GB&utm_source=ext_sidebar
https://chromewebstore.google.com/detail/authenticator/bhghoamapcdpbohphigoooaddinpkbai?hl=en-GB&utm_source=ext_sidebar
https://chromewebstore.google.com/detail/keepassxc-browser/oboonakemofpalcgghocfoadofidjkkk?hl=en-GB&utm_source=ext_sidebar

